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Need for risk 
management

Risk management creates and protects 
strategic value to all stakeholders

Risk management is an integral part of all 
organizational processes

Risk management is part of decision making

Risk management explicitly addresses 
uncertainty and opportunity

Risk management is systematic, structured 
and timely

Risk management facilitates continual 
improvement of the organization





Integration= improved decisions = enhanced 
performance



Benefits

MISSION CRITICAL OBJECTIVES













Key benefits



New focus of corporate governance

Ethical transparent leadership- 
improved communication

• Integrated reporting

• Governance practices and ethics

• Disclosure of information

• Stakeholder engagement

ESG Factors – competitive 
advantage

• Environmental responsibility

• Social impact

• Risk management

• Supplier chain sustainability

Trust CredibilityResilience



Current State Evaluation – Integrated Governance



Gut-feel Evaluation



Value creation



GRC – Implementation Strategy





Risk universe



Emerging Risk Radar



Risk Management

• Identifying areas of threat 
to the business

• Assessing the potential 
impacts and managing 
these 

• Growth and continued 
existence of the business



Risk versus opportunity



Enterprise Risk Management (ERM) Approach

The structured ERM approach defines the key risks to business objectives across 
the organization and evaluates the level of management preparedness to clearly 
define opportunities to improve and/or monitor risks.
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Process universe





Control objectives

Safeguarding of 
assets

• Physical 
safeguarding

• Access controls

• Segregation of 
duties

Compliance

• Laws and 
regulations

• Policies and 
procedures

• Contractual 
obligations

Reliability and 
integrity of 
information

• Accuracy

• Completeness

• Timely

• Validity or 
authorization

Economic, Effective, 
Efficient use of 

resources

• Economic – right 
CQQT

• Efficient – Output 
versus input

• Effective – Outcome 
versus output



Process overview flowchart



Root cause 
analysis

• Mother nature (Environment)

• Materials (Cash, credit control, 
Inventory)

• Machines (Assets, maintenance, capital 
budget)

• Methods (Process design, automation)

• Manpower (Succession planning, 
vacancy rate, incompetence)

• Measurements (dashboards, 
monitoring, detection)



Pareto 
analysis



Risk management strategy

Avoid

Accept

Transfer

Mitigate

Take risk



Residual risk versus risk appetite



Old versus new



Inputs to risk appetite







Best practice risk management frameworks





Importance 
of culture





Integration= improved decisions = enhanced 
performance



Links to 
performance



KPI’s and 
KRI’s

Key Performance Indicators 
(KPIs) help a firm see how it 

is performing in relation to its 
strategic goals and 

objectives. 

Key Risk Indicators (KRIs) are 
leading indicators of risk to 

business performance, giving 
early warning about potential 

risk event

Use KRIs to monitor risks are 
in the areas such as:

natural catastrophe risks (as 
% of group shareholder 

equity)

asset-liability matching 
(duration mismatch)

strategic asset allocation (% 
allowed in investment 

category)

credit risk (weighted average 
credit rating)

other risks specific to 
business or functional areas



Risk versus performance



Design, build and implementation of Key Risk Indicators

Risk:

Loss of key personnel

Control:

Adequate remuneration & motivation 

packages allied to communication.  

Bonus Pool

KPI:

Number of staff leaving without a 

planned successor

KRI:

Number of staff leaving without a planned successor due to remuneration / bonuses 

not being sufficient

Risk:

Clients default on deals

Control:

Daily monitoring, Point of entry 

procedures, Collateral cover

KPI:

Number of deals executed for clients who 

have defaulted in the past

KCI:

Number of clients identified with 

insufficient collateral cover

KRI:

Number of deals executed for clients who have defaulted in the past who do not 

have sufficient collateral cover

Design

▪ Establish extent of existing management information and 

other data flows – indicators in place if applicable

▪ Identify committees, forums, management meetings etc 

currently in place that can be used to discuss risk and control 

issues on an ongoing basis

▪ Define and document roles and responsibilities of risk and 

control owners

Build Process

▪ Assign ownership for risks and controls

▪ Communication with risk and control owners relating to their 

ongoing responsibilities

▪ Carry out workshops with all risk and control owners to 

design indicators to be put in place

▪ Define how existing information flows and committees etc are 

to be used to minimise additional workload

▪ Risk and control owners refine the indicator monitoring 

process

▪ Overall analysis of indicators for gaps and dual coverage

▪ Design reporting protocols

Ongoing Operation of Process

▪ Design review mechanism (i.e. Corporate Risk department or 

Internal Audit, etc.)

▪ Create storage mechanism for information

▪ Perform ongoing consistency checks of indicators set up 

across the organisation

KCI:

Number of employees kept as a 

result of remuneration change / 

bonus payment

Example KPI, KCI and KRIs
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Risk aware 
decision-
making



Second line of defense





Combined assurance



Integrated LOD (Lines of Defense) Model











Value concepts

• Creation

• Preservation

• Destruction











Links to 
performance



KPI’s and 
KRI’s

Key Performance Indicators 
(KPIs) help a firm see how it 

is performing in relation to its 
strategic goals and 

objectives. 

Key Risk Indicators (KRIs) are 
leading indicators of risk to 

business performance, giving 
early warning about potential 

risk event

Use KRIs to monitor risks are 
in the areas such as:

natural catastrophe risks (as 
% of group shareholder 

equity)

asset-liability matching 
(duration mismatch)

strategic asset allocation (% 
allowed in investment 

category)

credit risk (weighted average 
credit rating)

other risks specific to 
business or functional areas



Risk versus performance



Design, build and implementation of Key Risk Indicators

Risk:

Loss of key personnel

Control:

Adequate remuneration & motivation 

packages allied to communication.  

Bonus Pool

KPI:

Number of staff leaving without a 

planned successor

KRI:

Number of staff leaving without a planned successor due to remuneration / bonuses 

not being sufficient

Risk:

Clients default on deals

Control:

Daily monitoring, Point of entry 

procedures, Collateral cover

KPI:

Number of deals executed for clients who 

have defaulted in the past

KCI:

Number of clients identified with 

insufficient collateral cover

KRI:

Number of deals executed for clients who have defaulted in the past who do not 

have sufficient collateral cover

Design

▪ Establish extent of existing management information and 

other data flows – indicators in place if applicable

▪ Identify committees, forums, management meetings etc 

currently in place that can be used to discuss risk and control 

issues on an ongoing basis

▪ Define and document roles and responsibilities of risk and 

control owners

Build Process

▪ Assign ownership for risks and controls

▪ Communication with risk and control owners relating to their 

ongoing responsibilities

▪ Carry out workshops with all risk and control owners to 

design indicators to be put in place

▪ Define how existing information flows and committees etc are 

to be used to minimise additional workload

▪ Risk and control owners refine the indicator monitoring 

process

▪ Overall analysis of indicators for gaps and dual coverage

▪ Design reporting protocols

Ongoing Operation of Process

▪ Design review mechanism (i.e. Corporate Risk department or 

Internal Audit, etc.)

▪ Create storage mechanism for information

▪ Perform ongoing consistency checks of indicators set up 

across the organisation

KCI:

Number of employees kept as a 

result of remuneration change / 

bonus payment

Example KPI, KCI and KRIs
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Integrated LOD (Lines of Defense) Model



Example: Risk Status Report 
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