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Need for risk

Mmanagement

Risk management creates and protects
strategic value to all stakeholders

Risk management is an integral part of all
organizational processes

Risk management is part of decision making

Risk management explicitly addresses
uncertainty and opportunity

Risk management is systematic, structured
and timely

Risk management facilitates continual
improvement of the organization
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The RISK Agenda: client issues

Enhance risk strategy

Improve the overall alignment of risk with corporate goals, major
initiatives and emerging market trends

Clarify the definition of “risk” and determine the management and
board's risk appetite and overall tolerance levels

Communicate overall risk strategy to key stakeholders

Clarify and strengthen risk oversight at the board and executive
management levels

Deliver greater transparency and accountability at all levels in the
organization

Improve controls and processes

Reduce cost of controls spend

Leverage automated controls vs. manual controls
Implement more prevent vs. detect controls

Optimize controls around Key business and IT processes

Monitor critical controls and KPIs continuously to improve
decision-making and performance results

Turning
risk into
results

Embed risk management

Define the key “risks to own" that drive growth and create value
(day-to-day business, change programs, emerging business)

Invest differentially in the strategic “risks that matter” to better
enable performance

Link risk management to business planning and performance
management

Align key risk indicators (KRIs) with key performance indicators (KPIs)
and key control indicators (KCIs)

Optimize risk management functions

Improve the effectiveness and efficiency of individual
risk. management functions

Reduce redundancies and overlap in risk coverage

Coordinate risk activities and align skills to better leverage existing
infrastructure and resources

. |
Enable risk management | Communicate risk coverage

Harness technology to enhance and more effectively enable
risk management, controls and processes

* Improve transparency and frequency of stakeholder communications
* Provide greater assurance to customers and stakeholders through

independent, third-party verifications



Integration= improved decisions = enhanced
performance

* It helps organizations to:

— Anticipate risks earlier or more explicitly, opening up more options for
managing the risks

— Identify and pursue existing and new opportunities
— Respond to deviations in performance more quickly and consistently

— Develop and report a more comprehensive and consistent portfolio view of
risk

— Improve collaboration, trust, and information sharing



Benefits

MISSION CRITICAL OBJECTIVES

Improved knowledge transfer between internal parties. Everyone benefits from the knowledge,
judgement, and approach of other internal parties.

B More efficient use of resources when eliminating overlapping effort. Opportunities to share the
work improves the efficiency of the work.

B Focus on higher risk items. Internal audit is free to focus on the more immediate and significant
risk items.

B One message to executive management and the board. It 15 easier for management and
stakeholders to synthesize the messages they receive.



The llIA’s Three Lines Model

KEY:

GOVERNING BODY

1~ Accountability, reporting

\1, Delagatien, direcion,

resources, oversght

INTERNAL AUDIT

Indepencent assurance

Algnment, communicaton
coordination, cotlaborabon

lap and duplication of efforts, which can also
. An effective and fairly easy starting point —
Is to create and use an assurance map. An
5 In the organization, who provides monitoring
the risk management process, and provides
1 and monitored by the appropriate party.

allow or deep as needed to graphically identify
e map identifies the owners of the activities,
/fities apply to organizational requirements and
ps in coverage. This exercise of discovery not
stakeholders better execute risk management
znt that can add to management’s confidence
ing practices and structures.



Exercising caution is key

While combined assurance is effective for organizational governance in identifying and managing risks,
internal audit must take care when relying on the work of others. Relying on the work of others could negatively
impact intemal audit’s independence or objectivity due to:

®m  Poor quality of work produced by others.
m Differences in view of risk understanding or severity.
B [ack of objectivity of other providers.

B Negative perceptions of internal audit.



A way forward

Risk is complex. Before relying on the work of other parties, a common understanding of nsk 1s needed. The
principal challenge with relying on others’ work iIs the setting of boundaries and ensuring a commaon
understanding of definitions. Combined assurance is not to be rushed into. For sound results, take the time to
navigate it and achieve an effective way of identifying and verifying the monitoring activities of all providers.
Count on the combined assurance approach to help with:

®m Coordinating planning and processes.
®  Aligning all monitonng activities.
m  Alleviating audit fatigue.

B Eliminating duplication of efforts.

Internal audit plays a key role in organizational governance and process improvement. An organization’s
approach to governance, risk, and control can be strengthen when internal audit works closely with the second
line. Embracing this philosophy can be extremely beneficial to the work required, and makes good business
sense.



Integrated reporting is a communication framework that explains how a company's
strategy, governance, performance, and prospects lead to the creation of value
over time, while combined assurance is a model that integrates and optimizes all
internal and external assurance processes to provide a holistic view of the
organization's risks and controls. Integrated reporting is the what (a report), and
combined assurance is the how (a framework to support the report's integrity). @



Aecording to PwC’s 24th Annual Global CEO Survey
for 2021, CEOs were ‘extremely concerned’ about the
spread of misinformation. At its core,
misinformation reflects today’s historically low
levels of trust. In order to protect stakeholder trust,
boards must take a broader and more holistic
approach in identifving and managing risk. One such
approach to risk management includes the principle
of combined assurance as set out in King IV



Key benefits

Coordinated and relevant assurance efforts that are directed to the risks that matter most

Commitment to enhance controls

Dashboards that provide an integrated, insightful view for management decision-making

Assurance activities produce valuable, integrated data based on collaboration and not silos

Reduction in assurance costs through elimination of duplication and better resource allocation

A reduction in the repetition of reports by different committees resulting in improved and more efficient reporting

A comprehensive and prioritised approach in tracking of remedial actions on identified opportunities/weaknesses, and
The use of combined assurance to support the audit committee and board in making their control statements in the

integrated report



New focus of corporate governance

Ethical transparent leadership- ESG Factors — competitive
improved communication advantage
* Integrated reporting * Environmental responsibility

* Governance practices and ethics ¢ Social impact
* Disclosure of information e Risk management
* Stakeholder engagement e Supplier chain sustainability

Credibility

Resilience



Current State Evaluation — Integrated Governance
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N
Gut-feel Evaluation

Element Rating 1 Rating 2 Rating 3 Rating 4 Rating 5

Effective oversight

Strategic decisions

Organizational structure | silos

Visibility — transparency

Integration of key processes

Duplication

Excessive cost

Fragmentation

Wasted resources

Wasted information

Complexity

Integrity




Value creation
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GRC —Implementation Strategy
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Risk universe

Mergers,
Acquisitions,
and Divestiture

Planning and
Resource
Allocation

Governance

Communication
and Investor
Relations

Major
Initiatives

Market
Dynamics

STRATEGIC

Regulatory

Accounting and Liquidity and
Reporting Credit Market

Capital
Structure

FINANCIAL

Sales and
Marketing

Supply Chain

OPERATIONS

Information
Technology

COMPLIANCE

People/
Human
Resources
Hazards and
Physical
Assets

Legal Code of
Conduct



Emerging Risk Radar

Intrastate violence
Censorship and surveilance

Natural resource shortages Erosion of human rights

Critical ch ¢ . Misinformation and disinformation
ritical change to — .
Earth systems Involuntary migration . Terrorist attacks @ @ /dverse outcomes of

frontier technologies
Biodiversity loss and

Technological power
ecosystem collapse

concentration

_ . Interstate armed conflict . Cyber insecurity
Pollution @@ ) Extreme
weather events Societal Adverse outcomes
® Non-weather related natural disasters polarization of Al technologies

Disruptions to

Infectious diseases . .Ghronic health conditions . critical infrastructure

Biological, chemical g . Insufficient infrastructure and services
or nuclear hazards
Disruptions to a systemicall . .
Fi)mponant suypply chaig; . Lack of economic opportunity
Labour shortages @)
Concentration of . Geoeconomic confrontation

strategic resources

. Inflation
Economic downturn

. Debt . lllicit economic activity
/. Unemployment
Asset bubble bursts

Nodes Edges




Risk Management

STRATEGIC  ANALYSI1S |

| | |
Idenhfymg_ areas of threat INTERNAL EXTERNAL
to the business T I : -
Assessing the potential STRENGTHS | | HEAKNESSES| |OFPPORTUNITIES | THREATS
impacts and managing build; enhance | |recolve; redce | |exploit; expund oveid; Hwart

these

Growth and continued
existence of the business




Likelihood

Almost
Certain (5)

Likely (4)
Possible (3)
Unlikely (2)
Rare (1)

Risk versus opportunity

-H -M

-H -M

-M E

H H -M -M L

-M -M L L L
Extreme Major Moderate Minor  Insignificant

Negative -5 Negative -4 Negative -3 Negative -2 Negative -1

Negative Consequences

M H

M H H

L M H H

L M M H H

L L L MM
Insignificant ~ Minor Moderate Major Extreme

Positive +1  Positive +2  Positive +3  Positive +4  Positive +5

Positive Consequences




Enterprise Risk Management (ERM) Approach

The structured ERM approach defines the key risks to business objectives across
the organization and evaluates the level of management preparedness to clearly
define opportunities to improve and/or monitor risks.

Define Inherent
Business Risks Define Recommended

Course Of Action

Strategi

Identify Significant
Inherent Risks

Link Risks To
Strategic Objectives

Evaluate The Level of
Management Preparedness

Control Plan

Operations
Strategies & "
# -ﬁ Bl’!Sin.eSS * ('l,/(l?ntirgl énogll:frgl Coggirgl
Objectives Activities Activities Activities MONITOR
Financial
Q Risk and

Compliance

22




FS Accounts Mapped
to Processes;
Processes Mapped
to Business Units

Process universe

Financial Statement Assertions

r L Y r L
Revesue Purchases wiFaancal | | Payrolland
i BLI1 = [Orporate = B = Crporate b= (orporate . s
— B2 — B2
- BLI3 = 1] Inwestor Emiremmental

Risk Assessment Documents
- Risk Analysis Matrix by Financial
Statement Account and Disclosure.
= Account Risk Analysis Mapped to
Business and Critical Applications
and Underlying Technodogy.

Risk |dentification and Analysis

Prepare Risk
Control Matrices
(Manual and
Automated)

Mega Process (Level 1): Procure-to-Pay

Major Process | Subprocess Activity (Level 4)
(Level 2) (Lewvel 3)
Procurement Requisition Create, change, and delete
processing
Purchase order | Create, change, delete,
processing approval, and release
Receiving Goods receipt | Create, change, and delete
processing
Cioods return Create, change, and delete
processing
Accounts Pay- | Vendor Create, change, and delete
able mAnagement
Invoice Create, change, and delete
processing
Credit memo | Create, change, and delete
processing
Process Create, change, and delete
payments
Void payments | Create, change, and delete
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Minor process:

Purchase
requisitions

.
Major process:

Acquisition

management
.

\

A

Minor process:

Purchase orders

Minor process:
Goods received

Mega process:
Supply chain
management

Major process:
Logistics
management

Minor process:
Economic order

quantities

-

Major process:
Disposal
management

Minor process:

Inventory
control

-

.

Minor process:

Obsolete
inventory items

\

oy




Control objectives

: Reliability and Economic, Effective,
Safeguarding of . : : o
Compliance integrity of Efficient use of
assets : :
information resources
e Physical e Laws and e Accuracy e Economic —right
safeguarding regulations e Completeness caQr
e Access controls e Policies and e Timely e Efficient — Output
e Segregation of procedures - Validity or versus input
duties e Contractual authorization e Effective — Outcome

obligations versus output



Process overview flowchart

Procure to Pay Process

Requisitioner

Buyer

Receiving

Accounts
Payable

Risk and Control Matrix: Procure-to-Pay
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Root cause
analysis

Fishbone Diagram

Wiras s bigm g T e F, -.F

Mother nature (Environment)

Materials (Cash, credit control,
Inventory)

Machines (Assets, maintenance, capital
budget)

Methods (Process design, automation)

Manpower (Succession planning,
vacancy rate, incompetence)

Measurements (dashboards,
monitoring, detection)



Pareto Diagram
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Risk management strategy

Avoid Take risk
Almost
Accept Certain (5) H M M H
T
9 |Likely (4) -H -H M M H
L
@ |Possible (3) H H M L L M
3 : .
Tra n Sfe r Unlikely (2) -H -H -M M -L L M M H H
Rare (1) -M -M L -L -L L L L M M
Extreme Major Moderate Minor  Insignificant | Insignificant ~ Minor Moderate Major Extreme
M Itl g ate Negative -5 Negative -4 Negative -3 Negative -2 Negative -1 | Positive +1  Positive +2  Positive +3 ~ Positive +4 ~ Positive +5
Negative Consequences Positive Consequences




Residual risk versus risk appetite

} Risk Appetite Framework

Strategic
Plan \
Measures / -
of Success

Corporate
Objectives Tolerame
Target

ERM Risks




Old versus new

Figure 1: Risk appetite and tolerance heat map

Tulerlanca

Target

IMIPACT

Risk

Mlare risk = more
reward

LIKELIHOOD

Performance

M Risk profile M Risk appetitle

M Risk capacity



Inputs to risk appetite
B

Risk Averse Risk Neutral Risk Aggressive

Strateglc directlon

Risk appetite 1s a fundamental part of setting strategy and
objectives, providing context as the organization pursues a
given level of perfformance. For example, setting a goal of
growing the customer base by 2% likely has a very differant

risk profile than growing it by 12%. —oget |

Tolerance

The discussion of appetite is not always about taking on too
much nsk. Sometimes it i1s about an organization becoming
overly risk-averse—that is, being unwilling to accept more
risk to drive performance. Revisting the organization’s
appetite from time to time can help management and the
board understand that the organization may need to take

addiional nsk to thrive, or that t needs to expand, not
cotract. Moreover, although an organization often can Performance

EII:|iIJEtT.I:I-T.EI|{EI on mora risk within tha sat EppErlitE-,ﬂ‘lEI'E may M Risk profile M Risk appetitle B Risk capacity
be timas where it needs to adjust appetite, or parhaps even
strateqy, to accommodate a shifting business environment.

Risk




Inherant in this defintion are several key points. Risk
appetita:

Thought Leadership In ERM

* |5 intentionally broad to apply across an organization,
recognizing that it may differ within vanous parts of
the organization while remaming relevant in changing
busmess conditions.

* Focuses on risk that needs to be taken to pursue
strateqies that enhance long-term success.

RISK APPETITE -
CRITICAL TO * Recogmzes that nsk 15 more than individual decisions.

SUCCESS * Links to value—it s tied to the choices the organization
makes on how It creates and preserves value.




This paper 15 structured into the followang sections:

@) Putting Risk Appetite into Context of the Business—
Focuses on how organizations take on nsk to innovate
and grow, and shows that appetite must ba flexible
anough to adapt to changing conditions, halping
an organization to remain relevant in an evolving
landscape.

9 Linking Risk Appetite and Strategy—Emphasizas the
importance of understanding strategy and objactives

and that taking risks requires a sense of the type and
amount of nsk acceptable and necessary in pursuing

strateqgies and objectives. It axplores a key difference
in adopting an objective-focused and a nsk-focused
approach.

ﬂ Overview of Inputs to and Application of Risk
Appetite—
Provides an overview of how risk appetite is applied
in the context of strategy and objectives, developed
to support decision-making, and used to enhance
performance. Each of these points 15 developed in the
following sections.

ﬁ Inputs to Risk Appetite—Considers the inputs that affect
how nisk appetite is applied. Among the more important

are the organzations mission and wision, board and
management perspectives on appetite, the currant
strateqgy to pursue value, nsk profile, and cultura.

) Developing Risk Appetite to Support Strategy

and Objectives—Considers how an organization
develops nsk appetite in the context of overall strategy,
and how it incorporates nsk appetite into objectve-
satting. This section explores how organizations may

use different approaches to build consensus and
ancourage more consistent decision-making.

G Articulating and Communicating Rizk Appetite

to Support Decision-making—Considers how an
organization can clearly and consistently articulate nsk
appetite to enhance dacision-making, especially whan
boards and management may not agree. Being able to
clearly communicate appetite improves when thare is

a commanly apphied structura, one that considers the
choice of language, the intanded level of precision, and
a focus on strategy and objectives rather than risks.

a lising Risk Appetite to Enhance Peformance—

Considers how nsk appetite 15 used to develop
tolerance, measures, and indicators, and to monitor
parformance n day-to-day practices.

a Supporting the Use of Appetite—0ffars our views on

what organizations need to do to sustain nsk appetita

as part of an effectrve approach for enterpnse nisk
managemant.

a Final Thought=—Wraps up our views that successful

organizations take risk to succead.
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20 key principles within each of the five components

Governance
' I & Culture

1. Exercises Board Risk
Oversight

2. Establishes Operating
Structures

3. Defines Desired Culture

4. Demonstrates
Commitment
to Core Values

5. Aftracts, Develops,
and Retains Capable
Individuals

Graphic has stronger ties to the business model

MISSION, VISION
& CORE VALUES

Governance
3 & Culture

Strategy &
Objective-Setting

6. Analyzes Business
Context

7. Defines Risk Appetite

8. Evaluates Alternative

Strategies

9. Formulates Business

Objectives

STRATEGY
DEVELOPMENT

Strategy &
Objective-Setting

12
13.

14.

@ Performance

10.
11.

Identifies Risk

Assesses Severity
of Risk

Prioritizes Risks
Implements Risk
Responses

Develops Portfolio
View

ENTERPRISE RISK MANAGEMENT

BUSINESS
OBJECTIVE

FORMULATION

@ Performance @

IMPLEMENTATION
& PERFORMANCE

Review
& Revision

Review
& Revision

15. Assesses Substantial
Change

16. Reviews Risk and
Performance

17. Pursues improvement
in Enterprise Risk
Management

ENHANCED
VALUE

Information,
Communication,

& Reporting

Information,
Communication,

18.

19.

20.

& Reporting

Leverages Information
and Technology

Communicates Risk
Information

Reports on Risk,
Culture, and
Performance



« Addresses the growing focus, attention and Importance of culture
within enterprise risk management

« Influences all aspects of enterprise risk management
« Explores culture within the broader context of overall core
Importance « Depicts culture behavior within a risk spectrum

Risk Averse Risk Neutral Risk Aggressive

of culture

» Explores the possible effects of culture on decision making

« Explores the alignment of culture between individual and entity
behavior



« Explores strategy from three different perspectives:

—The possibility of strategy and business objectives not aligning with
mission, vision and values

—The implications from the strategy chosen

—Risk to executing the strategy

STRATEGY,
MISSION, VISION & i BUSINESS ENHANCED

CORE VALUES OBJECTIVES & L PERFORMANCE
PERFORMANCE




Integration= improved decisions = enhanced
performance

* It helps organizations to:

— Anticipate risks earlier or more explicitly, opening up more options for
managing the risks

— Identify and pursue existing and new opportunities
— Respond to deviations in performance more quickly and consistently

— Develop and report a more comprehensive and consistent portfolio view of
risk

— Improve collaboration, trust, and information sharing



« Enables the achievement of strategy by actively managing risk and
performance

» Focuses on how risk is integral to performance by:

. —Exploring how enterprise risk management practices support the
LN kS to identification and assessment of risks that impact performance

nerformance

—Discussing tolerance for variations in performance

« Manages risk in the context of achieving strategy and business
objectives — not as individual risks



KPI's and

KRI’s

Key Performance Indicators
(KPIs) help a firm see how it
is performing in relation to its
strategic goals and
objectives.

Key Risk Indicators (KRls) are
leading indicators of risk to
business performance, giving
early warning about potential
risk event

Use KRIs to monitor risks are
in the areas such as:

natural catastrophe risks (as
% of group shareholder

equity)

asset-liability matching
(duration mismatch)

strategic asset allocation (%
allowed in investment
category)

credit risk (weighted average
credit rating)

other risks specific to
business or functional areas



Risk versus performance

« Introduces a new depiction Tolerance
referred to as a risk profile Target

« Incorporates:
—Risk
—Performance
—Risk appetite
— Risk capacity
« Offers a comprehensive view of

risk and enables more risk-
aware decision making

Risk

Performance
M Risk profile M Risk appetitle M Risk capacity

 The framework provides a complete depiction of how to build a risk
profile in an appendix



Design, build and implementation of Key Risk Indicators

Design
» Establish extent of existing management information and
other data flows — indicators in place if applicable Example KPI, KCI and KRIs
» |dentify committees, forums, management meetings etc —
. . . — ontrol:
currently in place that can be used to discuss risk and control Clients defaut on deals Daily monitoring, Point of eniry
issues on an ongoing basis procedures, Collateral cover
» Define and document roles and responsibilities of risk and KP: | e

control owners Vet el ok vl
Bu J Id Process Number of deals executed for clients vljri::have defaulted in the past who do not
= Assign ownership for risks and controls have sufficient collateral cover

» Communication with risk and control owners relating to their
ongoing responsibilities

= Carry out workshops with all risk and control owners to st
design indicators to be put in place

Control:
Adequate remuneration & motivation
packages allied to communication.
Bonus Pool

» Define how existing information flows and committees etc are o
to be used to minimise additional workload e v e R ek e
= Risk and control owners refine the indicator monitoring planned successor bonus payment
process ™
n Overa” anaIySIS Of Indlcators for gaps and dual Coverage Number of staff leaving without anzltaggiig ztz(lzgseitt)r due to remuneration / bonuses

= Design reporting protocols

Ongoing Operation of Process

= Design review mechanism (i.e. Corporate Risk department or
Internal Audit, etc.)

= Create storage mechanism for information

= Perform ongoing consistency checks of indicators set up
across the organisation




Risk aware
decision-
making Deneron Vang

Risk
Appetite

Risk Profile

Business
Context




Second line of defense

Figure 5. COSO and the 2nd Line of Defense

Ongoing Monitoring

= e &
=
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£ = &
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Financial Control

Monitoring Activities Risk Management

16. Conducts ongoing and/or separate "
going and/ 2 Inspection

evaluations
17. Evaluates and communicates deficiencies

Compliance
#a Monitoring Activities




C. EWRM TRAINING - RISK CHAMPIONS (25 PARTICIPANTS)

Duration: 1 Day | Format: Hybrid

Session Objective Key Deliverables Practical Application

1 Build operational risk awareness within an |dentify key operational risks. | Link each to control Document 3 operational
integrated control environment/ combined brocesses. | Map control ownership under the Three risk incidents and
assurance structure. Lines Model. controls.

2 Develop and maintain risk registers using Populate risk registers aligned with integrated reporting. | | Update a sample
integrated data systems informing combined | Prioritize key risks using control analytics. | Integrate departmental risk
assurance and board effectiveness. assurance data sources for accuracy. register.

3 Implement control monitoring and risk Link operational controls to governance requirements. | Conduct a control self-
responses. Evaluate control effectiveness via assurance mapping. | | assessment exercise.

Track remediation actions across departments.

4 Strengthen risk communication across all the | Develop clear escalation protocols. | Align reporting Simulate a near-miss
assurance lines. templates to integrated data and communication event escalation.

principles. | Foster a transparent risk culture.




Combined assurance

Figure 2. Three Lines of Defense Model
The Three Lines of Defense in Effective Risk Management and Control, The Institute of Internal Auditors, January 2013

Governing Body / Board / Audit Committee S e 0
Senior Management .

Int | Audit CEO & C-Suite
nterna uai CED his overall responsibility Tor budng and m aintamng
Intermal audt provides independent and tmely mformati ik sl risk management processes and deliverng relable
andd timely information on the currentresidual risk status
management proc il Ly g Bkt to top vabue creation and potentially vake evoding
orl on resdual - 5 O ohjectives to the board. This mdudes ensuring objectives
i are assgned ownesfsponsers wha have primary
responshility bo report on residual risk stabus.
Dhwnerfsponsors often include C-Suite members.

Financial Control
Management Internal Control Risk Management
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Work Units
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abjectives nol assigned w0 C-Suite members or other stall
groups like IT, These miay be sub-sets of op level value
creationystrategic objectives and high bevel potential value
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“"dit environment, compliance units, lagal, insurance and others. They
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Integrated LOD (Lines of Defense) Model
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= r: = = {ongoing = (owverrisk 2ach risk
1, I — . L —_—
. = (designand o controls = management)
operation of Y menitering)

controls)

eading practice/Risk Agenda components



Overall assurance

Who provided assurance?

Management expresses their opinion on overall P
governance in the annual report, and the two status . _
graphs below aligns with their opinion. . .
Examples of issues to be mentioned here includes: 8
» Financial sustainability and the ability to operate 6 Oversight [l

asa gDing concern. 4 3 Internal audit  [INEEEREG
* Indigent allowances vs liquidity pressure . 3 © . .

- ISE mManagemean _

> Waste management . . - ®
* Project management — overspending on capital Green  Orange  Red  Wellow Management |

prﬂ]ﬂ[:tﬁ Cheerall Status 20 18/2019 i} 20 40 &0 80 100
> High vacancy rate in senior management

positions . a0
» Financial leveraging and the refinancing of debt ::
> Cost of financing over time and the effect of rates

e . Cost of Assurance

- - . o = 1

> Impairment of_lnmge_nt dehtc_-rs ) 0 S— Calculating the cost of insurance will be refined as mSCOA implementation takes effect. The
> Debtor collection ratios and impaiments Sresn Hnimed welew graph below indicated the total cost of assurance (cost to municipality) for the respective
» GRAP issues years. It needs refinement to allow for proper evaluation of economic and efficient use of

resources.

2012 10 2018
Since 2012, 1961 findings have been raised, broken down below,

Cost comparison across assurance providers

16

P Good governance L /
e P Financial sustainability 14 12 —
5 -/ Institutional 111 1o
e 2018 77 transformation 3
e Physical infrastructure AN 6
13 and services 4 —— — e ——
e Planning and economic 69 5 e e
development
Safety and environmental 62 o
2017 2018 2019 2020
The graphs and tables are an indication of what should | Social and community 4 , . ,
be repmted, devek}pn'hent s External audit s nternal Audit s Rizk Management
Outsourced consultants meTotal cost
Total 453




Strategic Risk Register
2019/2020 - Quarter 2 Update

Risk identification

Strategic risks

Financial non-wizkility

Inharont
- | mpact r:tlnu likedibooad r.'||:|r=

Inadequate ==rvice delfeary

Rizsk essessment results from werkshops

Inherant

Inheront
risk r:ﬂrign

Control Re=idual

Effectivenoss H rizk walue o

_SR3  |Defacsncy imstaff skills ard capacity Caitical Likaly High Satisfactory 32
BSR4 |Iecressing poverty and unernploymest Critheal Likaly High Wagk 39
SRS |Inadequate infrastructurs, investment and maintananoa Crritiical Likahy High Satisfactary
e s ngoerace nd combin
SRT  |Ummanagaed wiankation Ciritical Likahy High Satisfactory 32
SRE  |Failure to communicate Hectively with stakehalders Critical Likely High Satisfactary a2
5% |Imadequate ICT planning. infrastructure and systema Critical Likely High Satisfactary a2
S0 Pt i i

Strategic Risk Register

2018/2020 - Quarter 2 Update

Risk identification

Strategic rishs

SR1 |Financial norviskility

Lombired
|« S ~ |

Result of assurance provided

Risk management  independent assmance
y — Coniral risk

Oingnisg Foremic : .
wlf . . Imemal Amdit External ddit
controls - e IH nml'h:rnn Mlhtn - H

5A2  |Imsdequate service delivery

5R3 |Deficiency in staff skills ard capacity

5A4  |Imcressing poverty snd unemplovment

Irsdequate irfrastructure, imestmert and
it nance

5AE  |Weakness In goverrance and accountability

SA? |Unmanaped urbanisatian

5Rd  |Failure te communicate effactivaly with stakoheldorc

SRS | Insdequat= ICT plarming, mfrastruchare snd systems

3210 | Watiorsl electricity blackout

Residual risk low, nisk < risk appetibe
No essursnce provided

Reshdual risk high, inadecate or ineffectne process
Reamdunl rizk medium, risk =risk sppetie, not materisl




C. EWRM TRAINING — RISK CHAMPIONS (25 PARTICIPANTS)
Duration: 1 Day | Format: Hybrid
Practical Application

Session Key Deliverables

Objective

Build operational risk awareness within an
integrated control environment/ combined
assurance structure.

processes. |

|dentify key operational risks. | Link each to control
Map control ownership under the Three
Lines Model.

Document 3 operational
risk incidents and
controls.

Develop and maintain risk registers using
integrated data systems informing combined
assurance and board effectiveness.

Populate risk registers aligned with integrated reporting. |
Prioritize key risks using control analytics. | Integrate
assurance data sources for accuracy.

Update a sample
departmental risk
register.

Implement control monitoring and risk
responses.

Link operational controls to governance requirements. |
Evaluate control effectiveness via assurance mapping. |
Track remediation actions across departments.

Conduct a control self-
assessment exercise.

Strengthen risk communication across all the
assurance lines.

Develop clear escalation protocols. | Align reporting
templates to integrated data and communication
principles. | Foster a transparent risk culture.

Simulate a near-miss
event escalation.

Embed continuous improvement through
integrated governance and effective
combined assurance.

Track risk and control KPIs and KRIs. | Conduct
lessons-learned reviews. | Enhance operational
alignment to governance standards.

Create a "Risk
Champion Action Plan.”




A framework for making
decisions with integrity

Keeping to the Code helps us make ethical decisions.
When facing a tough decision or situation not explicitly

covered in the Code, we ask ourselves the following questions:

Who else can
I talk to?

In addition to
your manager or
SUpervisor, you can
also discuss with
managers from
other teams, like
those in Human
Resources, HSEC,
Legal, Corporate
Affairs, or with
your local
Compliance contact.

It appears you're
making the right
decision.

If you still have doubts,
discuss further with
your manager or
SUPSMVISOr.

Is it legal?

Is it consistent with our
Values and our policies?

Am | comfortable with the
impact my decision will
have on others?

Am | comfortable with others
knowing about my decision?

Have I taken the decision
myself, without any
pressure from others?

Does it feel right?

Your decision might
lead to significant
negative financial,

reputational or other

impacts for you
and Clencore.

Speak with your
rmanager or supervisor
before taking any
further action.



Value concepts

* Creation
* Preservation
e Destruction



Why are we seeing corporate failures

Reasons for significant value destruction across a number of industries over the past 3 vears,
globally and in South Africa (for example Steinhoff) highlighted several apparent failures in

terms of:
*  Understanding the nature and quantum of risk,
* Appropriate involvement in risk assurance oversight at Board level,

+  Strategy and operating models that are able to appropriately respond to declining market

conditions,

*  Understanding relationships with key stakeholders,

*  Regulatorv compliance strategies that are able to deal with onerous and ever-changing laws,

and

* Risk assurance strategies that provide not only appropriate levels of assurance, but also

sufficient personal protection for the Board,/Council and Executive management.

pwe

Combined Assurance
(including
Governance)




' What Boards/Councils are saying?

... I need to know that everything is under
control”.

“I need
assurance
because...

... I need to know whether what | am being
told is correct”.

... I need to be confident that | am going to
achieve my organisational objectives and
goals”.

... I need to know if things are going horribly
wrong”.

... I need to know whether the project is
going to finish on time and within budget”.



| Combined Assurance Model

Governing body should

assess the ouftput of

combined assurance, & form ,

an opinion on the integrity Not prescribed by the Code.

of information & reports, & Allows for the governing body to
if an effective control nse its judgement in this regard

environment has been
achieved

= Effective internal control
| environment
— : Combinad » Supporting the integrity of
. Res_poqmb1hh' n_nf . Assurance Model 1n:fnrma1lmn | |
gmemmgbc-i}.pja} be _ . | = Supporting the integrity of
delegated to andit | ey’ | external reports
commities i s n s nnns s s m————a n e R R ———3]
» Internal audit charter
» Ensure internal audit has
the necessary I:Eiléi]]s E-:ﬂl » Responsibility of the
resources to address the | - overning body
complesity & risk faced by | integrated reports . Consider legal requirements
the organisation i » External reports should ;
T disclose information about the |
type of assurance process |
applied in that report




|
Its important to understand the integrity of all
assurance

Performance Provider Assurance Provider Results

Resulatory | Prior
oversight | Year
4% hne [Beview?

Corrective
acton

Management Functional oversight Independent
1* lme z* Ime 3™ hne

Commerdial

3™ Party
Ao

IT Security
Exctermal Audit
ASAITATICE
Fexuired ?
Inehndes i LA
Plan?

AAC
Compliance

!

Strategic Rizk 9
Financial Rizk | @
Investment and Project Risk
Peslatory & Compliance I
Operational — IT |
Operational — People |
Cperational - Commercial I

|

I

I

o0e

E
8
o
=
é
L ) o
®
.
®
®

Cyber Rizk
Eusimess Continuity
Framd Fisk
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« Enables the achievement of strategy by actively managing risk and
performance

» Focuses on how risk is integral to performance by:

: —Exploring how enterprise risk management practices support the
|_| N kS to identification and assessment of risks that impact performance

—Discussing tolerance for variations in performance

performance

« Manages risk in the context of achieving strategy and business
objectives — not as individual risks




KPI's and

KRI’s

Key Performance Indicators
(KPIs) help a firm see how it
is performing in relation to its
strategic goals and
objectives.

Key Risk Indicators (KRls) are
leading indicators of risk to
business performance, giving
early warning about potential
risk event

Use KRIs to monitor risks are
in the areas such as:

natural catastrophe risks (as
% of group shareholder

equity)

asset-liability matching
(duration mismatch)

strategic asset allocation (%
allowed in investment
category)

credit risk (weighted average
credit rating)

other risks specific to
business or functional areas



Risk versus performance

« Introduces a new depiction Tolerance
referred to as a risk profile Target

« Incorporates:
—Risk
—Performance
—Risk appetite
— Risk capacity
« Offers a comprehensive view of

risk and enables more risk-
aware decision making

Risk

Performance
M Risk profile M Risk appetitle M Risk capacity

 The framework provides a complete depiction of how to build a risk
profile in an appendix



Design, build and implementation of Key Risk Indicators

Design
» Establish extent of existing management information and
other data flows — indicators in place if applicable Example KPI, KCI and KRIs
» |dentify committees, forums, management meetings etc —
. . . — ontrol:
currently in place that can be used to discuss risk and control Clients defaut on deals Daily monitoring, Point of eniry
issues on an ongoing basis procedures, Collateral cover
» Define and document roles and responsibilities of risk and KP: | e

control owners Vet el ok vl
Bu J Id Process Number of deals executed for clients vljri::have defaulted in the past who do not
= Assign ownership for risks and controls have sufficient collateral cover

» Communication with risk and control owners relating to their
ongoing responsibilities

= Carry out workshops with all risk and control owners to st
design indicators to be put in place

Control:
Adequate remuneration & motivation
packages allied to communication.
Bonus Pool

» Define how existing information flows and committees etc are o
to be used to minimise additional workload e v e R ek e
= Risk and control owners refine the indicator monitoring planned successor bonus payment
process ™
n Overa” anaIySIS Of Indlcators for gaps and dual Coverage Number of staff leaving without anzltaggiig ztz(lzgseitt)r due to remuneration / bonuses

= Design reporting protocols

Ongoing Operation of Process

= Design review mechanism (i.e’ Corporate Risk department or
Internal Audit, etc.)

= Create storage mechanism for information

= Perform ongoing consistency checks of indicators set up
across the organisation




Integrated LOD (Lines of Defense) Model

Business ers Ris Lines of defense
and tiative
g
z =
i m
t & Operations o yansaement . Independent 0 | Coambiner
o o AR ¥ Management o Independent Combinec
o o= c andbusiness = sequrance = assurance reporting for
E % = units = ; = : cach ris
= r: = = {ongoing = (owverrisk 2ach risk
1, I — . L —_—
. = (designand o controls = management)
operation of Y menitering)

controls)

eading practice/Risk Agenda components



Status Report

L Inherent :
Contributing factors S Current controls Lines of defense Residual Status and
risk rating comments
* Inadequate * Internal contrel Owner Activity
management process framework

Chief Financial Developing and operating

and support for
evaluation of internal

L T " .
Management Officer internal contrals

sponsorship of internal

— N . "
controls . N » Control self assessment —
/ control identification 1 wee cont
) ) ! 5 processes last quarter ontrals
F N » Lack of effective and evaluation
/ Risk no. 5 — Significant, ] . : testing in
/ ! \ documentation and Processes » Q2 Quarterly disclosure
| or material weaknesses | i ; I the last two
tracking process for meetin
| resulting from | ap . * Internal control 9 rters
| - - : quarters
' ) | 50X 404 compliance documentation and - -
\ inadequate internal |/ i . - Group internal » Supporting development of have not
\ ) ) / including systems testing processes ;
&wawmalcontroly ap HaE controls internal control framework revealed any
- tarmrice- i - -
. - Enterprise-level » GRC system and processes deficiencies
e controls do not — o
A 2 * Maintaining process and

provide sufficient
focus or support to

control documentation

enable consistent , * Ongoing meonitering of
and accurate tax A processes
accounting and - -
] N = Internal audit » Q2 spot testing of controls
disclosure L3

» External audit » Interim testing of controls

Key:
A Noissues
Process improvement or increased formalization

¥ Gap or centrol failure warranting attention
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